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ABSTRACT

Digital communication has increased the need for techniques that protect inf- 
ormation not only by securing its content, but also by concealing the existence 
of the message itself. This paper focuses on image steganography, with parti- 
cular emphasis on Least Significant Bit (LSB) methods, which hide data in digi- 
tal images by modifying the least significant bits of pixel values. The aim of 
the study is to compare selected LSB based approaches for data hiding in ima- 
ges and to assess their performance under different image processing condi- 
tions. The main hypothesis of this paper is that LSB based steganographic 
methods enable reliable extraction of hidden data from unchanged Portable 
Network Graphics (PNG) images, while their extraction efficiency decreases 
significantly when the images are exposed to processing operations that alter 
pixel values or image structure. At the same time, it is assumed that the use  
of Reed-Solomon coding can improve the resistance of hidden message when  
the number of errors remains limited. To test this hypothesis, three methods 
were examined: 1-bit LSB substitution, 2-bit LSB substitution, and an LSB met- 
hod combined with Reed-Solomon error correcting coding. The comparison is 
performed on five selected images in the PNG format, and the stego-images 
are evaluated before and after different image processing operations, includ-
ing Gaussian noise, blurring, image downscaling, image copying, and format 
conversion. The results show that all three methods provide successful extrac- 
tion of the hidden message when the carrier images remain unchanged. How-
ever, the reliability of extraction is reduced after operations that modify the 
LSB plane or change the structure of the image. Gaussian noise negatively af-
fects all methods, although the Reed-Solomon based approach demonstrates  
better resistance in cases with limited number of errors. Blurring and down-
scaling have the most destructive effect, while image copying and format con-
version don’t significantly influence extraction reliability when the pixel values 
remain preserved. These findings confirm that LSB steganography is suitable 
mainly for unchanged or losslessly preserved images, whereas its main limita-
tion is low robustness against subsequent image processing operations..
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1.	 Introduction

The rapid growth of digital communication has consid‐
erably increased the amount of private, sensitive and/

or confidential information exchanged through digital 
media. Consequently, methods for protecting said 
information have become increasingly more important. 
While cryptography protects content of the information 

Least significant bit, steganography, image data hiding, image processing, Reed-Solomon codes

https://doi.org/10.24867/GRID‐2026‐p58
https://orcid.org/0009-0004-9203-6955
https://orcid.org/0000-0003-2224-2919
https://orcid.org/0009-0004-9203-6955
https://orcid.org/0000-0003-2224-2919


502

GRID 2026  - Proceedings

shared by transforming it into an unreadable form, steg‐
anography aims to conceal the very existence of said 
information by embedding it into an apparently ordinary 
carrier such as an image, audio file or video (Cox et al., 
2008; Fridrich, 2012). Digital images are particularly 
suitable carriers because of their widespread use, rela‐
tively large amount of data and inherent redundancy.

1.1.	 Least Significant Bit image  
steganography

One of the simplest approaches to image steganography 
is the Least Significant Bit (LSB) substitution technique. 
A digital pixel value can be represented as a sequence 
of binary digits, with the LSB having the smallest con‐
tribution to the numerical value of the pixel. Replacing 
this bit therefore changes an 8-bit pixel value by at most 
one intensity level. Such changes are usually difficult 
to perceive visually, making the LSB-plane suitable for 
hiding additional information (Altaay et al., 2012). 

The method of the basic 1-bit LSB approach is compu‐
tationally simple and provides relatively high embed‐
ding capacity, while also producing only minor visual 
changes. The capacity can be further increased by 
modifying two LSB instead of one. However, increas‐
ing the number of modified bits also increases the 
modification of the carrier data and can therefore 
affect both image quality and statistical detectability.

The main limitation of spatial domain LSB techniques is 
their relatively low robustness. Because hidden infor‐
mation is stored directly in the pixel values, operations 
such as filtering, addition of noise, image resizing and 
lossy compression can modify or even destroy the 
embedded bit stream. An efficient steganographic 
method represents a compromise between embedding 
capacity, visual invisibility and robustness against sub‐
sequent image processing procedures (Fridrich, 2012).

1.2.	Increasing robustness by 
error-correcting codes

One possible approach to improving the robustness of 
LSB steganography is the introduction of error-correcting 
codes. Reed-Solomon (RS) codes add redundant sym‐
bols to the original data before embedding and allow a 
limited number of errors introduced during transmission 
or image processing, which is then corrected during 
decoding. Combining RS coding with conventional LSB 
embedding therefore preserves the simplicity of spatial 
domain techniques while providing additional protection 
against isolated errors in the hidden data (Fontaine & 
Galand, 2009). 
 
The aim of the study was to compare three LSB-based 
image steganography methods, which are 1-bit LSB 
substitution, 2-bit LSB substitution and 1-bit LSB substi‐

tution combined with RS error correction. In addition 
to extraction from unchanged stego-images, robust‐
ness was examined after the addition of random noise, 
blurring, image downscaling, file copying and image 
format conversion from PNG to BMP as explained in 
the Methods section. The comparison focuses on suc‐
cessful reconstruction of the hidden message, preser‐
vation of the embedded bits and bit error rate (BER).

2.	Methods

2.1.	Test images and data 
preparation

Five standard images from the USC-SIPI Image Data‐
base (USC-SIPI Image Database, n.d.) were selected 
to represent different image dimensions and levels 
of visual complexity. Images Airplane (labeled as A), 
Peppers (B) and Mandrill (C) were originally 512 x 512 
pixel, 24-bit TIFF images. Airplane contains compar‐
atively large smooth regions, Peppers represents an 
intermediate level of edges and colour transitions, 
whereas Mandrill contains a large amount of fine 
texture and local variation. In addition, the 1024 x 
1024 pixel, 8-bit grayscale Airport image (D) and the 
256 x 256 pixel, 24-bit Tree image (E) were used.

Before embedding, the images were converted to the 
Portable Network Graphics (PNG) format in order to 
avoid changes of pixel values caused by lossy compres‐
sion. The images were standardized to 8 bits per channel 
using Adobe Photoshop. During program execution, 
the carrier images were additionally converted to RGB 
mode, resulting in three 8-bit colour channel values 
for each pixel used by the embedding algorithms. 

The same secret message: “To je skrivna informacija.” 
(en. “This is the secret information.”) was used for 
all experiments. The text was encoded using UTF-8 
before converting it into its binary representation. For 
the conventional 1-bit and 2-bit LSB methods, a 32-bit 
header containing the length of the message and a 
32-bit CRC32 checksum were added to the data. The 
header allowed the extraction algorithm to determine 
the required number of bits, whereas CRC32 was used 
to verify the integrity of the reconstructed message.

2.2.	Implementation of 
the LSB methods

All embedding and extraction algorithms were imple‐
mented in Python (version 3.13) and executed in its IDLE 
environment. The Pillow library was used for image han‐
dling, NumPy for array manipulation and bitwise opera‐
tions and the Python zlib module for CRC32 calculation. 
RS coding was implemented using the reedsolo package. 
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For 1-bit LSB substitution, the RGB image was converted 
into a NumPy array and flattened into a one-dimensional 
sequence of colour channel values. The header, that is 
the CRC32 value and UTF-8 message were converted 
into binary form and joined into a single payload. The 
least significant bit of each successive channel value was 
cleared using a bitwise & (and) operation and replaced 
by the corresponding payload bit using bitwise | (or) 
operation. So one message bit was stored in each colour 
channel value. For 2-bit LSB substitution the general pro‐
cedure remained unchanged, but the payload was divid‐
ed into two bit symbols. The 32 bit header and CRC32 
checksum were retained, while twice as many payload 
bits could be stored in each image channel value.

For the RS LSB method the UTF-8 encoded message 
was first protected using RS coding before 1-bit LSB 
embedding. 16 RS correction symbols were added using 
RSCodec(16). A 32-bit header containing the length of 
the RS coded message was placed before the encod‐
ed payload, after which the complete bit stream was 
embedded into the least significant bits of the image 
channel values. During extraction the header was first 
recovered, followed by the specified number of encoded 
bits. The extracted binary data was converted back to 
bytes and passed to the RS decoder, which attempted to 
correct errors before reconstructing the original message

2.3.	Performance indicators

Performance of the three steganographic meth‐
ods was evaluated using several complementary 
indicators (metrics) describing the correctness and 
robustness of message extraction. The primary 
quantitative metric was BER (Bit Error Rate) (Mala‐
thi & Gireesh Kumar, 2025). BER is calculated as

														               

 
where N_error is the number of incorrectly recovered 
message bits and N_total is the total number of bits in 
the original message. A BER of 0 corresponds to error 
free recovery, while increasing BER values indicates a pro‐
gressively larger proportion of incorrectly extracted bits. 

The percentage of preserved bits was derived from BER  
according to:

														              (2) 
 
100% preserved bits corresponds to BER = 0, while lower  
percentages indicate increasing degradation of the 
embedded message. 
Extraction was additionally evaluated according to 
the message matching, classified as complete, par‐
tial or absent. For the 1-bit and 2-bit LSB methods, 
the validity of the extracted header and the result 

of the CRC32 integrity check were also recorded. 
The header stored information required for deter‐
mining the length of the embedded message and 
managed to enable the extraction algorithm to 
identify the relevant part of the bit stream.

The integrity of the extracted message was verified 
using CRC32. The CRC32 value was stored together 
with the hidden data and subsequently compared 
with the value calculated from the extracted message. 
The use of a CRC field as part of the data structure is 
consistent with the CRC32 mechanism described in 
the GZIP file-format specification (Deutsch, 1996).

In the present implementation, CRC32 calculation 
was performed using functionality provided by the 
Python zlib library (Python documentation, 2026). 
CRC32 was used solely as an integrity check and did 
not provide error correction. Therefore, failure of the 
CRC32 check was treated as evidence that the extract‐
ed data or the stored checksum had been altered.

For the RS-LSB method, RS decoding was included as an 
additional performance indicator. The combination of 
LSB image steganography and RS coding has been spe‐
cifically proposed as a means of increasing the robust‐
ness of hidden-data recovery (Raiyan & Kabir, 2025).

RS coding was used because its additional redundan‐
cy can improve steganographic schemes by allowing 
corrupted encoded data to be reconstructed under 
suitable error conditions (Fontaine & Galand, 2009).

The correction capability is nevertheless limited. 
RS decoding can recover the encoded information 
only when the number and distribution of errors 
or erasures remain within the correction capabil‐
ity of the applied code (Jing et al., 2022). In the 
implemented procedure, the extracted bit stream 
was converted into RS coded bytes and passed to 
the decoder, which attempted to correct errors 
before reconstructing the original message.

For this reason, successful final message recovery was 
evaluated separately from the raw BER in the RS-LSB 
method. A nonzero BER in the encoded data does not 
necessarily imply unsuccessful extraction, since the RS 
decoder may still reconstruct the original message if the 
introduced errors are correctable. Conversely, failure of 
RS decoding was treated as unsuccessful extraction.

When the extraction algorithm could not retrieve 
enough bits from the modified image, extraction 
was classified as unsuccessful and BER and the per‐
centage of preserved bits were not reported.
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3.	Results

3.1.	Visual comparison of 
original and stego-images

No visually noticeable differences were observed 
between the original images and the corresponding 
stego-images after message embedding with any of 
the three methods. Across all five test images, the 
embedded data did not produce visible changes that 
could be identified by direct visual inspection.

3.2.	Extraction from unmodified  
stego-images

For the unmodified stego-images, all three meth‐
ods achieved complete message recovery for all five 
test images. For the 1-bit and 2-bit LSB methods, the 
extracted headers were correct, and CRC32 verification 
was successful in every case. For the RS-LSB meth‐
od, RS decoding was successful for all five images.

The percentage of preserved message bits was 100% 
and BER was 0.0 for all images and all three methods. 
Complete agreement between the extracted and origi‐
nal message was therefore obtained for all images that 
were not subject to an image processing operation.

3.3.	Effect of noise 

After Gaussian noise with a value of 0.005 was applied, 
all three methods succeeded in recovering the complete 
hidden message from all five images. The percentage 
of preserved bits remained 100%, and BER was 0.0 for 
every combination of image and method. For both the 
1-bit and 2-bit LSB methods, the extracted header was 
correct, and CRC32 verification was successful for all five 
images. RS decoding was also successful for every image 
processed using the RS-LSB method. Thus, under this low 
noise level no differences in final message recovery were 
detected among the three methods studied. 
At a higher Gaussian noise level of 0.01, complete mes‐
sage matching was again obtained for all five images  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

and all three methods (Fig. 1). However, differences 
were observed for the individual performance indica‐
tors. For the 1-bit and 2-bit LSB methods, the extracted 
header remained correct for all images. The preserved 
bit percentage was 100% and BER remained 0.0. CRC32 
verification, however, failed in all five cases for both 
methods. For the RS-LSB method, RS decoding was suc‐
cessful for all five images. The percentage of preserved 
bits was 99.7%, corresponding to a BER of 0.003. Despite 
this non-zero BER value, the final decoded message 
completely matched the original message in all cases.

3.4.	Effect of blurring

Blurring with a radius of 0.4 produced a wide range of 
extraction results for the 1-bit and 2-bit LSB methods (Fig. 
2). For images A-D, no method was able to achieve com‐
plete message recovery. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

For the 1-bit LSB method, the preserved bit percent‐
age ranged from 45.7% to 85.6% for images A-D. The 
corresponding BER values ranged from 0.14 to 0.54. 
For the 2-bit LSB method, the preserved bit percent‐
age for images A-D ranged from 47.6% to 88.0%, while 
BER ranged from 0.12 to 0.52. Image E differed from 
the other four images. For both the 1-bit and 2-bit LSB 
methods, the extracted header was incorrect, but com‐
plete message matching was obtained when the known 
message length was used during evaluation. The pre‐
served-bit percentage was 100% and BER was 0.0 with 
both methods. For the RS-LSB method, extraction could 
not be performed for any of the five blurred images.
The program returned an error indicating that the image 
did not contain enough bits for message extraction.

3.5.	Effect of image downscaling

After image downscaling by a factor of 0.95, complete 
message recovery was not achieved for any of the 
three methods. For both 1-bit and 2-bit LSB meth‐
ods, the extracted headers were incorrect for all five 
images and CRC32 verification failed in every case.	» Figure 1:  Percentage of preserved bits after adding 

Gaussian noise (noise 0.01)

	» Figure 2:  Percentage of preserved bits after image 
blurring (blur 0.4)
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For the 1-bit LSB method, the percentage of preserved 
bits ranged from 45.2% to 75.5%. The corresponding 
BER values ranged from 0.25 to 0.55. For the 2-bit 
LSB method, preserved-bit percentages ranged from 
50.0% to 75.5%, with BER values between 0.25 and 
0.5. For the RS-LSB method, extraction could not be 
completed for any of the five downscaled images.

3.6.	 Effect of image copying

After image copying, identical extraction results were 
obtained for all five test images and all three meth‐
ods. The complete message was recovered in every 
case, the preserved-bit percentage was 100%, and 
BER was 0.0. For the 1-bit and 2-bit LSB methods, 
the extracted headers were correct, and CRC32 veri‐
fication was successful for all images. For the RS-LSB 
method, RS decoding was successful in all five cases.

3.7.	Effect of image format conversion

After conversion from PNG to BMP, complete mes‐
sage recovery was obtained for all five test images 
and all three methods. The preserved bit per‐
centage remained 100% and BER was 0.0 in every 
case. For both the 1-bit and 2-bit LSB methods, 
the extracted headers were correct, and CRC32 
verification was successful for all five images. For 
RS-LSB, RS decoding was successful in every case. 

The measured extraction results after PNG to BMP con‐
version were therefore identical to those obtained for the 
unmodified stego-images as well as for copied images.

4.	Discussion

The results demonstrate that the investigated LSB 
approaches are highly reliable as long as the pixel val‐
ues and their ordering remain unchanged. The perfect 
extraction obtained from unmodified images, copied 
images, and images converted from PNG to BMP is 
consistent with the spatial nature of LSB embedding: 
when the underlying RGB values are preserved, the 

embedded least significant bits remain available to 
the extraction algorithm. Importantly, the format 
conversion result applies specifically to the lossless 
PNG to BMP conversion tested here and should not 
be generalized to lossy formats such as JPEG.

Noise produced a different type of disturbance. At 
the lower tested level, no measurable message errors 
occurred. At a Gaussian noise level of 0.01, the dis‐
tinction between data integrity and final message 
recovery became more apparent. In the 1-bit and 2-bit 
methods, the message bits themselves remained 
unchanged, as reflected by BER = 0, although CRC32 
verification failed. This combination is consistent with 
corruption of the separately embedded CRC32 value 
rather than the message payload itself. Consequent‐
ly, CRC32 should not be used as the sole measure of 
extraction performance but should be interpreted 
together with BER and direct message matching.

The RS-LSB method behaved differently at the same 
noise level. Although a small number of bit errors 
was detected (BER = 0.003), RS decoding recov‐
ered the original message perfectly. Here we can 
see the clearest advantage of RS-LSB observed in 
the experiment: error correcting redundancy can 
compensate for a limited number of bit errors. The 
advantage is therefore not necessarily reflected in 
a lower BER, but in the ability to reconstruct the 
correct final information despite those errors.

Blurring and downscaling represented much more severe 
disturbances. Unlike isolated bit modifications, both 
operations alter pixel values systematically and, in the 
case of downscaling, also change the spatial organization 
and number of pixels. Since the investigated methods 
depend on reading specific least significant bits in the 
expected sequence, these transformations disrupt the 
structure required for extraction. 
This also explains why RS coding provided no prac‐
tical benefit under these conditions. Error correc‐
tion is useful when the encoded bit stream can 
still be retrieved and the number of errors remains 
within the correction capability of the code, but it 
cannot recover information when the bit stream 
structure itself can no longer be read correctly.

The apparently successful recovery from blurred 
image E requires particular caution. Although the 
message was recovered with BER = 0, its header was 
incorrect. During evaluation, the actual message 
length was known in advance, allowing the correct 
section of the extracted bit stream to be selected 
independently of the corrupted header. Under normal 
extraction conditions, in which the message length is 
unknown, such recovery would not be reliable. The 
result for image E should therefore not be interpret‐
ed as evidence of genuine robustness to blurring.

	» Figure 3:  Percentage of preserved bits after image 
downscaling (downscale 0.95)



506

GRID 2026  - Proceedings

© 2026 Authors. Published by the University of Novi Sad, Faculty of Technical Sciences, Department of Graphic  
Engineering and Design. This article is an open access article distributed under the terms and conditions of the  
Creative Commons Attribution license 4.0 Serbia (https://creativecommons.org/licenses/by/4.0/deed.en).

No clear robustness advantage of the 2-bit LSB meth‐
od over the 1-bit method was observed. Its primary 
advantage is increased embedding capacity rather than 
improved resistance to image processing. RS-LSB pro‐
vided an advantage specifically when the disturbance 
produced a limited number of correctable errors, but 
it retained the fundamental vulnerability of spatial 
LSB embedding to transformations that modify pixel 
values or their arrangement. Overall, the results are 
related to two types of post-processing: operations that 
preserve the pixel data, for which all three methods 
remained reliable, and operations that modify the pixel 
structure, for which extraction became unreliable.

5.	Conclusions

All three investigated LSB methods provided reli‐
able message extraction when the carrier image 
remained unchanged or underwent operations 
that preserved its pixel values. Under these con‐
ditions, the 1-bit LSB, 2-bit LSB and RS-LSB meth‐
ods all achieved error-free message recovery.

RS coding improved robustness when a limited number 
of bit errors was introduced, as demonstrated under the 
higher tested noise level, where the original message 
was fully recovered despite a nonzero BER. However, 
this protection was ineffective against blurring and 
downscaling because these operations disrupted the 
pixel values and/or spatial organization required for 
correct reconstruction of the embedded bit stream.

Accordingly, none of the three methods can be regarded 
as universally superior. The 1-bit LSB method offers the 
simplest implementation, the 2-bit method provides 
greater embedding capacity, and RS-LSB adds toler‐
ance to a limited number of bit errors. The appropriate 
choice therefore depends primarily on the expected 
post-processing of the carrier image and on the required 
balance between embedding capacity and robustness. 
The findings further emphasize that the demonstrated 
resistance to format conversion applies only to the tested 
lossless PNG to BMP conversion and cannot be extend‐
ed to lossy image formats without additional testing.
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